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  First off, I’d like to thank you all for choosing my presentation from the many available this morning.    
  A bit of background: I’m Ryan Richer, the Senior IT Technician of the Sudbury Catholic District Schoolboard. I’ve been working in IT professionally for the better part of a decade. It’s taken me from home here in Ontario out to the far edges of Nunavut, and back again.
Today I’m going to talk at you about Sudbury Catholic, Bookstack, and how you can benefit from a Knowledge Base solution.
But before we get into the guts of that, 
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I need to cover what a Knowledge Base is. Due to the nature of how information is stored and shared within an Organization, it’s easy to assume that a Knowledge Base is already implemented, and so discussion on the topic is often stopped and discarded. I’m certain that we almost all have more platforms floating around than we’d prefer to manage, and implementing yet another can be a dire proposition. So, let’s clarify.
Broadly, a Knowledge Base is outlined by two main characteristics:
- It’s a centralized and curated repository of information
- All it holds is rigid policy, procedure, guideline, troubleshooting, and configuration information.
Knowledge Bases are not another file share.
It is not another location for files and documents and procedure information to be lost and forgotten, which is why-
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You should create a Knowledge Base.
Knowledge Bases are centralized. This means that your critical information can be reliably located in the same spot, time after time. Your hours should not be spent combing through SharePoints,  ancient Teams chats, deprecated Slacc channels, or that one email Dave sent back in 2018, I know it’s there.
Curation ensures that the information present within a Knowledge Base is relevant and accurate to your organization’s current policies, procedures, and guidelines. Bloated, irrelevant, and outdated information is actively excised to keep only what is useable.
Proper Knowledge bases allow for information to be made easily Accessible for yourself, your department, and your entire organization. Knowledge Bases can be left open for viewing by all, gated with access permitted through local accounts or SSO integrations, or a combination of the two.
Outside of the core benefits,
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Knowledge Bases create a singular location at which to manage and maintain organizational policies, procedures, and guidelines.
As such, Knowledge Bases present a massive benefit for staff training and orientation, as policies can guide staff on when certain tools are to be used. Guidelines and procedures illustrate when and how tools are to be utilized, and troubleshooting information can assist when staff hit a wall.
[bookmark: _Int_OLbLeHOv]This is of great value to end-user facing departments, as guides detailing software use, acquisition, and simple troubleshooting can be centrally created, edited, and accessed by or distributed to staff. These can be leveraged to grease the wheels of large-scale projects, and reduce the workload of break-fix tasks. To highlight this benefit, I have some admittedly anecdotal, but tangible results to share from our own implementation.
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  Like many schoolboards, we undergo regular staff device refreshes.
  What I have a cute and small numbers to many of you in attendance, but that should make the potential scope that much more important. 
[bookmark: _Int_RzR31K13]  In a given round of refreshes, we have one hundred MacBooks to shift, three total technicians available for the task, two weeks to get the task complete, and other break/fix responsibilities to juggle. In two years ago, fifteen hours were spent in the creation of software documentation to guide end-users through the process of backing up their data from their Macs to OneDrive, exporting from local Mac apps, and performing web browser synchronisation. 
  This documentation was published to our Bookstack Knowledge Base with an accompanying checklist. Each step includes corresponding hyperlinks to relevant documentation to be used as required by staff members. Beyond being readily available for staff access, these documents were also provided in each communication piece to ensure information was received by staff.
  This documentation has resulted in an estimated time save of forty-five hours for our Client Services team over the course of each refresh. Having at least three of these in a year gives us little more than a full working week for each tech. 
  Beyond the scope of device refreshes, these articles remain readily available to assist users in maintaining data resiliency, and in break/fix device swaps to relieve technician time for other tasks.
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  My second anecdotal piece pertains to the endless maintenance of break/fix tasks.
In our board, our third highest ticket submission category was that of printing. I say was, as due to the published documentation pertaining to the addition, deletion, and maintenance of printers and print software, ticket submissions in the category have fallen into a pittance.
  For the remaining submissions that are made, over two thirds of them are resolved by providing published documentation directly to our staff, circumventing a technician visit. This saves significant time for our teachers, administrators, and technicians.
[bookmark: _Int_Jy8PvGPR]So, now we know what makes a Knowledge Base desirable.
The next step is picking one. I’ll save you the time searching, and let you know that you should go with Bookstack. I’m going to serenade you with a lot of reasons, but in concert with that, I want to present the opportunity to try yourselves.
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  Motivated mostly by sheer spite for recipe sites, I have my own KB that I maintain for personal use.
  Some of my friends have used it significantly more for worldbuilding and other functions.
  Despite the breadth of use, it’s still very functional and simple to parse. I’d encourage a visit while we go over other features.
  It’s open, and can be visited by the weblink, or the QR code.
  We will be visiting it more directly later for some light demoing, but before that I need to answer the question of- 
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  Why Bookstack. 
  To start, it fulfils all these baseline reasons:
· Single Sign On support. Nobody likes creating, administering, and maintaining additional accounts. If you do, get help, please. Any solution needs to support M365 or G-Suite logins, LDAP, or another service that is embedded into your organization. Great news, Bootstack has all that, more, and anything you can wrangle OAuth into.
· User and Group management, so that users may be assigned to groups, only being provided what is needed
· Data resiliency. Articles created are of great importance to your organization, or they would not be in the Knowledge Base. Bookstack has automatic version history, and active drafting. Mistakes can be easily rolled back, and a flaky network won’t see an hour of work snap away.
· Intuitive document creation. A Knowledge Base will be a nonstarter if document creation is clunky, difficult, frustrating, or any combination thereof. Creating articles should be quick and simple, with useful tools readily available. Bookstack has a powerful editor, dubbed the mouthy WYSIWYG, and it is genuinely as the name suggests
· Approachable UI is needed for navigating the Knowledge Base. The UI affects your team, and any users that are looking for information. It should be intuitive, and ideally, attractive to the eye. We are visual people, and a Knowledge Base with an ugly appearance will drive people away. Bookstack is pleasant, clean, and minimal. Colours can be changed for personal or organizational preference
· The solution should be mobile friendly. Facilitating as many routes as possible to a Knowledge Base will incentivise use, creates flexibility for accessing information, and creates necessary redundancies. If information for troubleshooting a malfunctioning computer is only accessible from a computer, that information is of no help. Bookstack is fortunately very mobile friendly, and readily supports an install as a local app
Depending on your organization, there may be other features to consider, or other requirements that must be met. These are the key considerations that I employed, and recommend as a baseline for any implementation. The vast majority of applications fail to meet these requirements, and washed out early in the evaluation process.
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Beyond matching base criteria, Bookstack also has a smattering of other features.
· The biggest, which you can quickly see, is that Bookstack enforces information organization by design. The platform functions with three levels of organization, two of which are optional, and a single level of content. Creating content without at least one level of organization is not possible within Bookstack. This avoids the cluttering of a root directory with abandoned articles, and forces the consideration of where information is to be placed.
These organization methods are intuitive, as they are a Bookstack. Pages are the endpoint. Multiple Pages may be grouped into a Chapter, which must be housed in a Book that can be placed on one or more Shelves.
This organization hierarchy is a rigid and immutable part of Bookstack.
· When information within a Book, Chapter, or Page is updated, that change is seamlessly reflected wherever that Book resides. This ensures accuracy of information across the site, reduces the time spend updating information, and instances of human error.
· Bookstack has direct Draw.io integration, allowing for viewing and editing of physical or logical topologies from directly within the platform.
· Bookstack has inbuilt document export options, allowing for Pages, Chapters, or Books to be immediately packaged and downloaded as HTML, PDF, TXT, and Markdown. This is incredibly valuable if the Knowledge Base is intranet hosted and an article needs to be provided to someone outside of the network, or if you are planning on travelling outside of your network or internet access. This as a feature was incredibly handy when I was stumbling around Nunavut. Not a lot of internet there, as it turns out.
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· Bookstack has an inbuilt Guest access mode, which allows for individuals to access the platform in a limited capacity without needing credentials. This is how those of you on the RicherKB are currently seeing a portion of its content. This mode locks out any administrative capability, while permitting access to documents that are set as accessible to anyone, or specifically Guest. This can be useful if deploying an instance without SSO to easily demarcate article access, or if in the use of an MSP to publish general client-assistance articles. 
· Bookstack has an inbuilt comment section, where readers can leave comments on articles. This can be very useful for feedback. Access to this feature can be granted to Guest users. Comments can be manually edited, scrubbed, or disabled entirely 
· Bookstack has quick and simple customization within the platform, allowing for swift selection of banner, link, and organization element colourings. The banner text, and site logos can be customized as appropriate. The default landing page for all users can be changed. Footer links curtailed to your organization may be created.
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· Bookstack supports optional tags. While items are easily searchable by their names, tags act as alternate catches for resolving search queries. This can be helpful if an article name is wordy to communicate its purpose, but may not catch all perspectives when searching for information. It also allows for abbreviations, or alternate wording to resolve the desired article. An article titled Restart the print spooler in Windows, could also be located by the phrase Printer no work by utilizing tagging.
· Bookstack allows for webhook integrations, which can be used in Teams, Slack, or other applications to notify administrators of changes occurring on the platform. What causes the webhook to prompt can be adjusted from within Bookstack, so that undesired actions can be exempted from creating alerts.
· Audit Trails are inbuilt to Bookstack, and begins building its history immediately, without requiring configuration. The Trails have inbuilt filtering of any action taken within the platform, by user, and by IP addressing.
· Users are able to favourite Shelves, books, chapters, or pages, allowing for the creation of a quick reference area of catered materials.
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· Bookstack is administratively customizable through community driven modifications, called Hacks. The simplest of which only require a copy/past of HTML into your Bookstack instance. I’ve implemented a modification that causes any hyperlink to open in a new tab automatically. Another notable hack allows for .docx files to be dragged and dropped directly into the editor for swift importing.
· Bookstack has an available API, allowing for automated tasks, such as mass importing of documents if migrating to Bookstack, or exporting for additional resiliency. 
· Bookstack has miniscule hardware requirements. Our current implementation utilizes two entire CPU cores, and less than 100MB of RAM. Storage is also paltry, but how quickly it ramps up depends almost entirely on the quantity and size of images contained within the instance. 
· Bookstack is available from the low price of free, and is an open-source project that has been upkept for a decade. These two benefits of Bookstack make it particularly easy to at least try out on any old piece of hardware lying around, or even through running a VM on a workstation due to its paltry resource consumption
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· Implementing Bookstack fortunately isn’t a herculean undertaking. If desired, the platform can be fully hosted with minimal input through companies such as Elestio, for around $15/month
· Otherwise, in a hybrid or self-hosted environment, Bookstack is officially supported on Ubuntu 24.04, 22.04, 20.04, and Docker. Unofficially, it can run on anything with MySQL, an Apache2 web server, duct tape, and patience. For hybrid approaches using cloud hosting, I run the Richer KB from Linode’s Shared CPU profile setting me back a gargantuan $5/mo 
· With its lax use of resources, setting aside 1 CPU, 2GB of RAM, and 100GB of storage for expansion will likely be more than sufficient for your organization to start out. Currently, my own Bookstack occupies less than 10GB of storage
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Once an instance of Bookstack is operational, you’ll be faced with the following considerations:
· Migration of any existing documentation. This can be done by hand with ease if documentation is sparse, or requires significant revisions. Small workloads could be handled leveraging the .docx import Hack, allowing for word documents to be dragged into pages for swift imports. If significant documentation is to be moved, leveraging the API is the best avenue of pursuit.
· Utilization of SSO. It is not strictly necessary. SSO is best utilized as a method of seamless user registration, permission assignment, and security. Features inbuilt to an SSO tenant, such as MFA or geofencing will also automatically apply to its use in authenticating against Bookstack, creating a strong security incentive for implementation.
· The information within a Knowledge Base will inevitably have to be segregated. The Principle of Least Privilege is a golden rule that should always be adhered to. In Bookstack, information is open first. When creating a new Shelf, Book, or Chapter, the content within is accessible to everyone by default. Chapters will inherit a Book’s permissions, but Shelves and Books must be locked down after creation as required.
· In Bookstack, for performance reasons, images are publicly available by default.
This means that if someone possesses the full file path of an image, it can be viewed without any credentials.
This is, admittedly quite difficult to do, as the correct directories, dates, and article names, and image files need to be supplied, but it does present a security hole, as the only barrier is obscurity. This presents an attack surface if images contain confidential information.
Images can be locked from public view if desired, at a performance penalty.
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· Richerkb.ca
· Login as admin
· Browse to Settings > Customization
· Change the Banner to an offensive colour and back again
· Change and revert the name

· Showcase the IT documents
· Apply tagging to one and showcase its function

· Create a new Shelf, Infrastructure
· Create a new Book, Network
· Create a new Chapter, Topologies
· Create a new Page, Main Office
· User the draw.io integration to create a basic topology
· Lock down this information from the shelf, and copy the permissions to the books

· Speak of best practices, referring to the end-user documentation guidelines
· Emphasize that for internal documentation, the most important thing is to get the information down, even if it sucks
· Review basic security best practices

· Now that information is present, it can be shared. 
· Open the KB in a new browser, and realize that access is needed
· Rather than use accounts for the whole org, we’ll enable public access from Settings > Customization
· Show how the public access cannot see the same content, and its limited functionality
· Lament how nice comments would be, so enable them on Public, from Settings > Roles > Public. Comments are at the bottom.
· Take this time to highlight the granularity of Bookstack permissions, and their potential application
· 
· From Settings > Audit Log, review all entries to showcase what is kept
